Nanopores are being hailed as a potential next-generation DNA sequencer that could provide cheap, high-throughput DNA analysis. In this review we present a detailed summary of the various sensing techniques being investigated for use in DNA sequencing and mapping applications. A crucial impasse to the success of nanopores as a reliable DNA analysis tool is the fast and stochastic nature of DNA translocation. We discuss the incorporation of biological motors to step DNA through a pore base-by-base, as well as the many experimental modifications attempted for the purpose of slowing and controlling DNA transport.
(Some figures may appear in colour only in the online journal) Nanopores have recently emerged as a label-free platform for interrogating sequence and structure in nucleic acids. The concept of DNA sequencing using nanopores is as follows: as a DNA strand is driven through a nanopore by some means in a single-file manner, the steric occupation of each nucleobase (A, T, C, and G), or each short string of nucleobases, should correlate to a distinct measureable signal. Since the advent of nanopore-based DNA sensing in the 1990s, the prized objective of many research groups has been to use this principle in order to afford low-cost DNA sequencing. This goal was fueled by the $1000 human genome project initiated by the National Human Genome Research Institute in 2004, a program that has consistently been supporting the development of nanopore-based DNA sequencers [1] .
Single-molecule methods are challenging because they rely on interpreting some indirect measured signal into a molecular property (e.g., position, speed, force, conformation, stiffness). When considering the parameters that one needs to control and interpret for nanopore-based DNA sequencing, it is not surprising that nanopores are among the most difficult techniques to interpret. DNA sequencing using nanopores requires the ability to move a DNA strand at intervals of ∼1 nm and to read sequence information at each position. However, controlling the stepwise motion of a highly entropic polymer coil through a nanopore to a level that permits sequence readout is challenging. The straightforward approach of applying voltage across the pore to drive DNA translocation results in high velocities and large velocity fluctuations, i.e., motion is fast and noisy. Use of an enzyme motor to regulate DNA motion through a pore greatly reduces DNA transport speeds and affords sequence information, although the use of enzymes poses limitations such as timedependent stochasticity, uncontrollable forward-reverse motion, and enzyme malfunction. Married to all of the above challenges in DNA motion control is yet another layer of complication: the need for a nanopore signal that reports on the DNA sequence. Several nanopore signal detection schemes have been proposed, some that show molecular recognition/discrimination, and others that demonstrate DNA base recognition. However, even the highest-resolution nanopore devices lack the spatial resolution required for single base recognition, instead relying on deconvolving simultaneous signals from strings of bases. This increased number of sequence permutations increases the required signal resolution and necessitates the use of complex algorithms for deciphering sequence, all of which can compromise the DNA readout accuracy. In the current spotlight, Oxford Nanopore Technologies (ONT) has already begun to commercialize a miniature DNA sequence detector based on enzyme-driven motion of DNA molecules through a nanopore array, although to date the details of the process are intentionally obscured and the quality of the readout raises concerns about the suitability of this product for DNA sequencing applications [67] . At the same time, other companies are emerging with alternative nanopore approaches to DNA sequencing. In the midst of this exciting period in nanopore research, we focus this review on the various types of approaches for nanopore-based DNA sequence detection, as well as on the various efforts to regulate DNA motion through these detectors.
DNA detection schemes

Ion current sensors
The most common detection method for DNA sequencing applications is to monitor transient changes in ionic current through a nanopore. When two wells of electrolytic fluid are separated with an ultrathin membrane that contains a nanoscale aperture, a steady transmembrane current can be established by applying a small potential bias across the membrane. If a dilute solution (<1 μM) of nucleic acid molecules is present in the chamber that is held at a lower potential, stochastic threading of individual nucleic acid molecules can be observed as transient spikes in the current signal. Based on the magnitude and duration of the ion current pulses, basic structural features of biomolecules can be probed in great detail without labeling or amplification of sample. For example, nucleic acids that contain two homopolymeric segments can be resolved based on their different current amplitudes [2] . To obtain greater detail in time resolution for nanopore experiments, data acquisition amplifiers with bandwidths on the order of 1 MHz can be used [17, 81] , although the cost of this increased time resolution is a higher current noise which can compromise the signal quality [93, 100, 106] . In nanopore experiments that involve ionic current detection, several sources of noise need to be recognized and reduced. A common way to eliminate high-frequency capacitive noise is to apply a low-pass filter to the raw signal, although cutting the bandwidth of a measurement deteriorates the time resolution of an experiment. In addition, when a voltage is applied across the nanopore a steep increase in low-frequency noise is observed. This region of the noise spectrum is called 1/f noise, which is due to transient factors that influence the current flux (e.g., surface charge fluctuations, hydrophobic pockets on the pore surface) [33, 74, 76, 92] .
Tunneling-based electronic readout
Another avenue for sequencing DNA aims to harvest differences in the electronic structure of the DNA nucleobases in order to record differences in transverse electrical current through DNA bases [16, 35, 39, 47, 104, 123] . The envisioned device would contain a metallic electrode nanogap across the nanopore. As a DNA molecule translocates, a process that is driven by an electrochemical bias across the pore generated by a different pair of electrodes, tunneling currents across the nanogap are recorded at high bandwidth (see figure 2(a) ). In figure 2(b) , a coarse proof-of-principle is shown in which transient events of nucleotide monophosphate residence within the gap trigger upward current spikes [104] . Only three of the four DNA bases have been distinguished in this work, although broad overlapping distributions of tunneling current amplitudes are observed, likely due to a number of sources including a molecule's possible orientations in the nanogap. In order to generate a recognition ability at the nanogap for nucleotides, research groups have developed functionalized gold electrodes that are capable of forming hydrogen bonds with DNA [15, 30] . By coating a gold surface and scanning tunneling microscope's probe with the reagent 4-mercaptobenzamide, the Lindsay group recently were able to probe short oligomers of different sequence in solution that diffused into the tunneling gap (see figure 2(c)) [16, 35] . Combining the amplitude, duration, and frequency of tunneling current bursts shows that individual DNA nucleotides could be distinguished with the exception of dTMP, which exhibited no tunneling activity due to its strong binding affinity to the functionalized gold surface (see figure 2(d) ). Notably, deoxy-5-methylcytosine monophosphate (d me CMP) produced lower current amplitudes than dCMP, which suggests an opportunity for label-free epigenetics studies of DNA fragments. Tunneling-based sensing of this nature has also demonstrated the ability to recognize amino acids and short peptides [72, 121] . However, combining this recognition-based technology with a nanopore to drive/read DNA sequence has yet to be demonstrated due to the device's increasing complexity.
Graphene, a robust material with 2D geometry and good electronic properties, has recently sparked interest as a base material for nanopore-based DNA sequencing applications [22] . Concepts for graphene-based sequencing include the detection of fluctuations in transverse tunneling current [7, 75, 77] , ion current [83, 116] , or nanoribbon conductance [27, 70, 82 ], yet none have been experimentally realized to date. Several groups have reported on ion transport-based detection of DNA translocation through pores in single-and multi-layer graphene (see figures 3(a) and (b)) [25, 26] , titania-coated graphene [66] , monolayer-coated graphene [86] , and alumina-coated graphene [108] . In addition, similar experiments through other 2D materials such as molybdenum sulfide [57] and hexagonal boron nitride nanopores [58, 122] have been demonstrated. These experimental works have collectively pinpointed to a problem with graphene as a membrane/pore material: graphene's hydrophobicity reduces its compatibility with processes that require a dynamic aqueous biomolecular environment, namely, ion/DNA transport. It is therefore key that graphene's surface is modified with the appropriate agent in order to reduce undesirable DNA sticking and ion current signal fluctuations.
In recent simulations, the Aksimentiev group demonstrated that the surface charge applied to a graphene sheet containing a small nanopore can drastically alter the translocation velocity of a ssDNA [88] . By repeatedly alternating the polarity of the graphene surface charge, a DNA molecule occupying the pore has a stop and go motion, which if refined properly could prove useful for step-wise single base identification by ion or tunneling current readout. The ability to incorporate electronically-active 2D materials as high-resolution sensors with nanopores as DNA transport agents is attractive, and has led to the development of devices that sense a field effect due to DNA presence near the material.
Field-effect sensors
Another proposed approach for base readout utilizes a fieldeffect induced conductance change upon DNA occupation in a pore-containing 2D nanoribbon. Graphene nano-ribbons (GNRs) on the order of <200 nm in width have a high electronic conductance as compared with the ionic current through a ∼2 nm pore, which is ∼3 orders of magnitude lower [78, 82, 103] . By combining chemical vapor deposition and electron-beam lithography, narrow GNRs can be fabricated onto thin silicon nitride (SiN) membranes. Due to the high mobility of electrons and holes in graphene, electronic conductance through GNRs is sensitive to subtle variations in local electric potential fields, which renders the device a sensitive field-effect transistor (FET). As a DNA molecule translocates through a fabricated nanopore inside or adjacent to a GNR, single-base sensitive sequencing is potentially viable if a differentiable field is generated upon the presence of different bases in the sensing region of the device. As shown in figures 3(c) and (d), the Radenovic group has recently demonstrated DNA detection via simultaneous ion current and GNR electronic current measurements [103] , although no indication about base recognition or single-base resolution has been shown. Results from this work were similar to an earlier work that utilized a Si nanowire/nanopore as a FET-based detector [119] . In this work the use of symmetric salt conditions (1 M KCl) led to no observable events in the nanowire signal, while application of a 100-fold salt gradient such that the FET device was in the lower ionic strength compartment produced measurable translocation events. Although promising advances have been made in field-effect detection of DNA, many refinements and challenges to overcome will still be required towards achieving single-nucleotide resolution.
Sequence conversion/detection
To bypass difficulties associated with ionic current readout resolution, many groups pursued sequencing by the optical detection of fluorescently labeled DNA molecules. McNally et al reported on the use of circular DNA conversion to expand each nucleobase of a ssDNA by 24-fold into a 2-bit binary-encoded sequence [6, 64] . This sequence expansion relies on a multistep circular biochemical assay, and results in an amplified ssDNA that can be used for nanopore-based detection. Once converted, the expanded sequence template is hybridized to two fluorescently-labeled 12 mer molecular beacons, and the hybrid is unzipped using a 2 nm solid-state nanopore while monitoring the fluorescence color using an ultrafast electron-multiplying CCD camera. As the beacons are unzipped sequentially at the pore, the 2-bit information gathered from the sequence of color bursts is translated into the sequence. Ultimately, the major advantage of this approach is enzyme-free readout, which in principle speeds up the rate of sequence readout to the 1 ms regime from its 10-100 ms native rate. However, possible flaws to this method are the converted sequence will be too long to allow readout of multi-kb length DNA due to reduced yield of expanded DNA production and inefficient capture at the pore.
In addition, point deletion/insertion errors in the 2-bit converted sequence can lead to sub-base frame shifts, which would have to be dealt with using non-standard algorithms.
A similar technique for sequence conversion is being developed by Stratos Genomics. Sequencing By Xpansion involves enzymatic conversion of a DNA sequence into a longer surrogate molecule called an xpandomer, a molecule that is ∼50 times longer than the original DNA molecule. Once the sequence is completely encoded into the xpandomer, it is then translocated through a nanopore device. Two major advantages of this method are electrical detection (compact and fast) and a potential for increased resolution afforded by the expansion. A pore of this size permits two types of translocation events: unfolded, linear events (blue dots) and folded events (green dots). This heterogeneity of events can be eliminated by raising the solution pH or fabricating pores of smaller diameter [26] . (c) Graphene nano-ribbon (GNR) for field-effect sensing of translocating DNA molecules through a nearby nanopore. By monitoring both the trans-membrane ion current (red trace) and GNR transistor current (blue trace), individual translocations of circular pNEB DNA (2713 bp) are detected by and correlated between the two signals. Inset: an illustration of DNA translocation a nanopore embedded inside a GNR. (d) Scatter plots of ionic current drop and graphene current drop versus dwell time. Solid-colored circles are translocation events (n = 125) that were correlated between the ion and graphene current signals (i.e., 56% were successfully correlated). The majority of uncorrelated events occur at faster time scales, perhaps due to DNA collisions [103] .
Sequence mapping
Mapping DNA damage through the use of nanopores could prove groundbreaking since DNA base lesions have been associated with age-related diseases such as cancer and Alzheimer's disease [21, 59, 62] . One of the most common base lesions in DNA sequence occurs in the form of the mutation of guanine, 8-oxo-7, 8-dihydroguanine (OG), and its further oxidized products spiroiminodihydantoin (Sp) and guanidinohydantoin (Gh). The differentiation of these base lesions has been achieved by immobilizing biotinylated oligonucleotides containing a single guanine modification inside of an αHL pore with a streptavidin molecule as an anchor [84] , as well as unzipping DNA duplexes containing single oxidized guanines (see figure 4(a) ) [40] . The subtle shifts in current blockade and unzipping duration revealed structural information, which correlated specifically to each oxidized lesion of guanine. Another prevalent form of DNA damage in the human genome are abasic (AP) sites, which, if unrepaired, can lead to DNA mutagenesis, polymerase stalling, DNA strand breaks, and cytotoxicity [11, 117] . Protein nanopore sensors have proven capable of detecting AP lesions by binding 2-aminomethyl-18-crown-6 (18c6) as a label molecule, which causes a noticeably deeper current blockade during pore translocation (see figure 4(b) ) [4] , as well as when immobilizing DNA strands containing AP sites using a streptavidin-biotin-DNA complex [44] . In a recent publication, the Burrows group pinpointed the precise location of a furan group, a type of AP lesion, in a DNA duplex by detecting a different current blockade when this site was positioned at the latch or central constriction site of an α-hemolysin (αHL) pore while immobilized [41] . Peptide nucleic acids (PNAs), are charge-neutral oligomers that contain nucleobases as a side-chain. Due to their strong and specific affinity to ssDNA and double-stranded DNA (dsDNA) sequences, PNA probes have great potential as sensors for genomic profiling, as recently demonstrated by Singer et al [6, 91] . The number of occurrences of a particular HIV gene and their relative locations has been detected via the higher current blockade magnitude of the DNA/PNA complex as compared to just bare DNA (see figure 4(c) ) [90] . Extension of this technique to map and multiplex a number of sequences in a particular DNA sample could be performed, although it would require specific current signature identifiers for a target sequence.
DNA coating using proteins can also be of use for sequence-based information. Detailed studies of how the binding of proteins such as RecA to DNA affect its translocation time, current blockade amplitude [45, 94] , (see figure 4(d) ) and electrophoretic force [29, 95] in a nanopore have been carried out. However, no sequence information has been revealed using this approach due to the inherent nonspecificity of RecA binding. In order to map specific sequences in a genome, Nabsys has suggested the binding of labeled oligomers that are complements to the ssDNA genome, which is then completely hybridized to dsDNA and coated in RecA for control of DNA coiling and secondary structure [102] . By mapping a genome with enough unique oligomers, this sequencing by hybridization technique was able to differentiate between multiple strains of viral genomes with great accuracy [101] .
Two common epigenetic markers that are commonplace in eukaryotic DNA are methylated and hydroxymethylated cytosine, mC and hmC, respectively. These epigenetic modifications play an active role in regulating gene expression [8, 12] , DNA-histone interactions [43, 71] , and thus are often good markers of various diseases and cancers [23, 80] . The importance of these epigenetic markers in DNA samples is illustrated by the coining of mC and hmC as the fifth and sixth DNA bases, respectively. Furthermore, there is a particular challenge in discriminating between different types of cytosine modifications. Differentiation of mC and hmC is not possible using standard bisulfite sequencing techniques, which only distinguishes C from mC and hmC [99] . The Timp group demonstrated that they were able to discriminate DNA containing varying degrees of mC in solid-state nanopores by using pores <2 nm and applying high voltages across the pore [68] . When quantifying the amount of DNA in the trans chamber by qPCR, they discovered that the amount of methylation determined what threshold voltage was required for DNA translocation. The Bayley group identified C, mC, and hmC bases by immobilizing a ssDNA molecule of known sequence inside of an αHL pore using a biotin-streptavidin linkage [110] . Wallace et al established that each nucleobase had an easily distinguishable current blockade by mapping different sequences with C, mC, and hmC at various locations along the immobilized strand. Wanunu et al investigated differences in transport properties between identical dsDNA sequences with native and chemically-modified cytosines. Although differences were observed, complementary atomic force microscopy and melting temperature analysis measurements pointed to changes in DNA flexibility of the DNA with modified cytosines: DNA with the hydrophobic base mC was the least flexible, whereas hmC-DNA was the most flexible, giving rise to longer dwell times [112] . Using proteins that bind specifically to methylated DNA, Shim et al distinguished dsDNA that contained strictly C or mC sites by detecting drastic increases in both the ionic current blockade and dwell time of the methylated DNA-protein complexes as compared to bare unmethylated DNA [89] . Recent work by the Akeson and Gundlach groups has also proved that differences in cytosine methylation (i.e., C, mC, and hmC) could be detected by ratcheting DNA sequences with known methylation locations base-by-base through an MspA pore using the phi29 DNA polymerase (DNAP) and analyzing the current blockade levels, as described below [50, 87] .
DNA motion control
Kasianowicz et al first realized the concept of polymer translocation through a nanopore experimentally in 1996 using a lipid-embedded αHL channel to detect single ssDNA molecules [42] . This proof-of-principle finding spurred many other groups to study the possibility of nanopores being able to discriminate between the different bases that comprise both (ii) The hybridized DNA sequence used experimentally to detect a single guanine base lesion. (iii) The unzipping duration histograms for all the guanine base modifications. Two different distribution shapes emerge, one shape for G and OG and another for Gh and Sp, which indicates two distinct unzipping processes. The G and OG distributions fit to a single exponential decay, which points to a single-step unzipping process, whereas the Gh and Sp distributions fit to a more complex doubleexponential function, which indicates a two-step unzipping process [40, 85] . (b) Detection of an abasic site in DNA by the selective attachment of 2-aminomethyl-18-crown-6, which causes a noticeable increase in current blockade when translocating an αHL pore. This approach can be expanded to detect multiple abasic sites in a single DNA strand [4] . (c) The binding of sequence-specific peptide nucleic acids (PNA) to a DNA molecule makes it possible to map these regions in a DNA strand by monitoring the current signal while a single DNA electrophoreses through the pore [90] . (d) The non-specific binding of the protein RecA to DNA results in a larger current blockade in regions where it coats the bare DNA. The five sample current traces show events with two distinct blockade levels caused by alternating regions of DNA and RecA-DNA complex translocating a 30 nm nanopore. RecA is a DNA-stiffening protein that has shown promise in DNA-tagging for sequence mapping (Nabsys) [45] . ssDNA and ssRNA [2] . In 2000, Meller et al accurately detected the difference between poly(dA) and poly (dC) based upon the characteristic time required for each to translocate through αHL [65] , a feature that was correctly attributed to purine stacking, later shown by the same group [55] . However, the regularity with which homopolymers translocate through nanopores is not similar for random DNA sequences.
For all methods of data acquisition used in DNA sequencing, one common difficulty that limits accuracy is the positional uncertainty of DNA in a nanopore. DNA transport through a nanopore is inherently a drift-diffusion process that includes a combination of directed and random motion, which contributes to anomalous DNA velocity in any translocation event [60] . As shown in figure 6(a) , the random, diffusive motion of a DNA molecule can easily cause base insertions and deletions, causing incorrect sequence reads. In order to control and reduce the translocation speed of DNA to a rate at which single-nucleotide resolution is feasible (1-100 ms/nt), two major approaches have been attempted: (i) enzymemediated transport by incorporation of a biological motor and (ii) voltage-driven transport controlled by adjustment of pore geometry and experimental conditions.
Enzyme-mediated transport
Two classes of protein motors were initially used to modify DNA transport in a nanopore for the purpose of enhanced base recognition: DNA exonucleases and DNAPs. The binding of the Escherichia coli exonuclease I (ExoI) to ssDNA was observed to slow down translocation in αHL [34] , but not in the controlled manner required for precision base readout. Later, ONT demonstrated that an engineered-αHL pore was capable of discriminating between individual dNMPs hydrolyzed by ExoI digestion in solution [19] . Despite successful base recognition, the use of exonucleases for DNA sequencing has two major shortcomings that caused researchers to move away from its use. First, by sequencing in this manner, the original sequence cannot be recovered for multiple reads since it is digested irreversibly into dNMPs. Second, this method requires the precise feeding of individual nucleotides into the pore in the correct order, which is inherently difficult since Brownian forces could cause missed or out of order base reads [79] . Due to these issues, further exploration into using exonucleases for DNA sequencing was set aside for more promising biological motors, including the (DNAP).
The first polymerase widely studied was the Klenow fragment (KF) of E coli DNAP I in conjunction with αHL pores. Benner et al first showed that a DNA-KF complex in the presence of the correct dNTP slowed down DNA transport through αHL by ∼2 orders of magnitude [9] . By immobilizing a ssDNA-PEG complex inside an αHL pore, the Ghadiri group demonstrated that individual base synthesis using TopoTaq and KF DNAP could be observed by the detection of nine different current blockade levels, each representing a different ratio of ssDNA to PEG in the αHL barrel constriction [20] . Following these initial results, fruitful studies of KF binding kinetics [118] , concentration dependence of dGTP and KF on dwell time [36] , and detection of abasic regions in KF-DNA complexes [28] were demonstrated in αHL pores.
Although these experiments were valuable to understanding polymerase activity, experiments shifting toward real-time base sequencing required the development of a technique capable of eliminating bulk extension or digestion of DNA templates before arrival at the pore mouth. When binding a blocking oligomer, a complementary ssDNA with a non-complementary 3′ tail and acridine residue, adjacent to the primer, Olasagasti et al established that replication by KF and T7, another A-family DNAP, is eradicated in bulk solution [73] . Issues surrounding the stability and processivity of KF and T7 DNAPs led researchers to replace these polymerases with the B-family DNAP phi29 [54] , which has been shown to synthesize up to 70 kb before dissociation [10] and retains synthetic activity at applied forces as large as 37 pN [37] . Later, by using αHL or modified MspA pores, the Akeson and Gundlach groups achieved seconds-long, phi29 mediated translocations of ssDNA with sensitivity to both sequence [18, 63] and epigenetic modifications in cytosine (see figure 5) [50, 87] . Despite this breakthrough, there are still a few issues with enzyme-driven translocation of ssDNA through pores for the application of DNA sequencing. The first major shortcoming is that MspA has a constriction region that is about 0.6 nm long, which means the ion current measured at any moment is the average of ∼4 nt. This smearing of information requires the application of analysis algorithms that can precisely and repeatedly decipher the differences between the possible 256 permutations of 4 nt reads. By predicting the current levels of each distinct 4 nt sequence, or quadromer, the Gundlach group were recently able to sequence and map portions of the phi X174 genome, with read lengths as long as 4500 bases (and mean read length of ∼1300 bases) [51] . Secondly, the use of a DNAP introduces the possibility of skipping or double-reading bases in a DNA strand due to fluctuations in synthesis rate and the inherent proofreading trait of phi29 DNAP. Lastly, the stochastic duration of any current level in a synthesis-driven event can cause inconsistencies in reading homopolymeric regions of a DNA molecule. To minimize the read out errors due to the latter two difficulties, the implementation of alternative protein motors such as helicases should be explored in detail. The latest product released for early access use from ONT, the MinIon, which incorporates a proprietary protein motor in its nanopore sequencing process, showed an accurate base recognition of 10% on average [67] . These less than optimal results suggest that further work is needed before the MinIon can be considered for de novo sequencing applications.
Voltage-driven transport
Various approaches have been taken to slow down and regulate the otherwise irregular DNA velocity profile during voltage-driven translocation. The Golovchenko group simulated the difficulties surrounding random ssDNA motion through an ideal base-sequencing nanopore, as shown in figure 6 (a) [60] . When completely eliminating random stop and go motion of DNA, perfect base recognition is achievable in their simulations. However, when a realistic diffusive motion of DNA is incorporated into the simulation, multiple insertions and deletions of base reads are seen. Due to issues with scalability, stability, limited pore geometries, and incompatibility with different detection schemes, research expanded from protein pores to include the use of solid-state nanopores. First formed by ion-beam sculpting [52] and fabricated more recently by TEM drilling [97, 98] or dielectric breakdown [13] , solid-state nanopores can resolve the above limitations, but at the cost of reduced spatial resolution due to the required thickness needed for membrane stability. Li et al first demonstrated that dsDNA could translocate these synthetic pores [52] , sparking many subsequent studies of dsDNA transport dynamics. Due to the greater stiffness of dsDNA, however, translocation velocity increased since the entropic barrier for threading through the pore decreased. This fueled many endeavors into modifying experimental conditions to reduce this transport speed and to minimize motion stochasticity due to DNA diffusion.
An obvious approach to slow DNA is to reduce the applied bias, which increases its dwell time inside the pore [24, 115] . This adjustment, however, has the detrimental effect of decreasing the capture rate of DNA [114] and reducing the current signal-to-noise ratio. Another approach involves slowing down DNA by threading it through a sub-5 nm diameter nanopore, which increases DNA-pore wall interactions (see figure 6(b) ) [3, 24, 31, 115] . However, this has resulted in noticeable smearing of the dwell-time distribution widths, a phenomenon that suggests stop-go motion when averaging multiple current traces, multiple current levels are discerned that represent an averaged combination of the bases lying within the pore constriction [18] . (c) Using phi29 DNAP to ratchet a repeating CAT DNA sequence with a single substitution of G through a modified MspA nanopore. Left: the narrower and shorter constriction of MspA yield greater spatial resolution for base recognition. Right: despite the inherent stochastic motion of the DNA sequence, the raw and analyzed current traces detect an increase in fractional current blockade at the location of the guanine substitution [63] . (d) By driving DNA through a modified MspA nanopore by polymerase catalysis, the epigenetic modifications methylcytosine (mC) and hydroxymethylcytosine (hmC) can be distinguished from cytosine (C), despite not having single base resolution [50] . Top: when a 10 nt ssDNA translocates the pore with a constant velocity, the current signal shows perfect identification of each base. Bottom: conversely, when realistic, random fluctuations are introduced to the system, the DNA sequence is detected incorrectly with multiple, erroneous base insertions and deletions [60] . (b) Reducing pore diameter has the effect of slowing down DNA transport due to greater DNA-pore interactions [115] . (c) The addition of glycerol to the electrolyte solution has the effect of unfolding DNA molecules and increasing DNA dwell time in the pore. For a 3 kbp DNA, an increase from 10% glycerol to 50% glycerol results in a four-fold increase in dwell time [24] . (d) The salt type and concentration used in electrolyte buffer has an effect on translocation time. The Dekker group observed that NaCl and LiCl resulted in longer dwell times for λ-DNA and further found that increasing the concentration of LiCl to 4 M gave even slower translocation times. An even more drastic increase in dwell time was seen for an M13mp18 ssDNA when switching the salt type to LiCl [46] . (e) Hydrophobic (blue) and hydrophilic (red) monolayer coating of pores effect voltage-driven DNA translocation. Under a moderate applied voltage, the hydrophobic monolayer causes DNA to translocate faster than in the case of a hydrophilic monolayer. By conducting MD simulations, it was seen that slower transport when using hydrophilic monolayer was due to the DNA molecule fluctuating radially inside the pore because of its great affinity to the hydrophilic pore surface [111] . (f) Using a 2.5 nm pore allows for the distinction between 100 bp and 500 bp in a mixture with an accuracy >98% [14] . of the DNA due to stalling interactions at the pore. Modest reductions in translocation velocity have been observed for dsDNA when increasing the solution viscosity [24, 53] (see figure 6(c) ) or operating at low temperatures (i.e., <20°C) [24, 115] , but these come with the adverse effect of reducing the current signal. As shown in figure 6(d), electrolytic solutions with various molarities and cationic species have been shown to decrease pore dwell time relative to 1 M KCl [46, 105] , but have little effect on reducing the average drift velocity of DNA. Chemical modifications of the nanopore surface [5, 38, 96, 111, 113] have shown promise in slowing DNA transport, although an undesirable irregularity in motion has been observed (see figure 6(e) ). Aside from using SiN x and SiO 2 , researchers have also fabricated nanopores in other materials such as aluminum oxide [107] and hafnium oxide [49] and have embedded nanopores formed from DNA origami structures [32, 48] all of which have been shown to reduce translocation velocity moderately. Also, researchers have observed that by applying a pressure difference in opposition to the electrophoretic motion, DNA velocity can be slowed noticeably through nanopores [61, 120] .
Recently, Carson et al found using ultrathin SiN nanopores (<10 nm thick) that reducing the nanopore diameter to d ∼3 nm results in smooth, well-behaved voltage-driven dsDNA transport [14] that can be modeled as a first-passage time distribution that is derived from the 1D Fokker-Planck equation [53, 56, 69] . When fitting dwell time distributions to this model, the greatest agreement between the data and model occurred in pores was found for diameters in range 2.8-3.0 nm, which suggests 'smooth' motion through the pore. In larger pores, broader dwell-time distributions were observed, which was attributed to self-interaction of DNA due to field-driven formation of a DNA loop at the pore mouth. Physically, this signifies that pores of this size confine DNA in a manner that balances the hydrodynamic forces and pore surface interactions optimally, all of which give rise to a greatly reduced DNA axial diffusion. Using pores in this diameter regime, differentiation of 100 bp and 500 bp DNA was achieved with an accuracy of 98% in an equimolar mixture by detecting single current pulses as seen in figure 6(f) [14] .
Conclusions
In conclusion, nanopores have tremendous potential for revolutionizing nucleic acid analysis, specifically DNA sequencing. To our knowledge, there is no equivalent nanoscale device to a nanopore that allows localization/ transport of DNA sequentially in space, while in addition to detect its identity. However, controlling DNA motion through a nanopore, and readout of its sequence, are independently grand challenges that require further development before this method can be viable as a platform. Further, with the proposed use of emerging synthetic materials (e.g., 2D materials, metals), various approaches to minimize interactions of the DNA with these materials need to be explored. Looking forward, it will be interesting to see breakthroughs in methods to control the motion of DNA through pores and its readout.
